Arlington Public Schools
Procurement Office
2110 Washington Blvd.., Arlington, VA 22204 • Phone: (703) 228-6123 • Fax: (703) 841-0681
www.apsva.us

November 25, 2020
Via Email
Frontline Technologies Group LLC
Attn: Jacob Moulden
1400 Atwater Dr.
Malvern, PA 19355
jmoulden@frontlineed.com

Subject:

Third Party Billing and Documentation of Medicaid in Schools Programs 04FY18 – Contract
Amendment No. 2

Dear Mr. Moulden:
In as much as your firm has provided sufficient documentation substantiating the acquisition of Accelify
Solutions LLC by Frontline Technologies Group LLC, hereafter referred to as Frontline, the attached
Amendment acts to assign the contractual obligations of Accelify Solutions LLC to Frontline. All other terms
and conditions shall remain unchanged.
Please indicate your acceptance by having an officer of your firm sign and return the acceptance portion
attached. Upon receipt, this office will sign and execute the Amendment and return one (1) copy to your
office.
Additionally, Frontline is requested to provide APS with a copy of its current Certificate of Insurance
evidencing the coverages required in the Contract and identifying the Contract number and title in the
Description of Operations section of the Insurance Certificate.
Sincerely,

Joshua A. Makely, CPPO, CPPB
Assistant Director of Procurement
JAM:jam
Enclosure

Arlington Public Schools
Procurement Office
2110 Washington Blvd.., Arlington, VA 22204 • Phone: (703) 228-6123 • Fax: (703) 841-0681
www.apsva.us

Amendment No. 2
Subject:

Third Party Billing and Documentation of Medicaid in Schools Programs 04FY18–
Contract Amendment No. 2

Contractor:
Frontline Technologies Group, LLC
1400 Atwater Dr.
Malvern, PA 19355

Contract:
04FY18

This Amendment No.2 (hereafter “Amendment”), by and between APS and Frontline Technologies Group,
LLC (“Frontline”) successor-in-interest to Accelify Solutions LLC (“Contractor”) to Contract No. 04FY18
dated September 14, 2017, by and between APS and the Contractor (the “Contract”) is effective the date the
APS Director/Procurement Agent executes the Amendment.
Witnesseth
Whereas, APS and Contractor entered into the Contract for the provision of Third Party Billing and
Documentation of Medicaid in Schools Programs, for an initial period commencing on September 14, 2017 and
ending on September 30, 2019, as amended by Amendment 1.
Whereas the press release dated October 3, 2019, Frontline notified APS that it had purchased the assets of the
Contractor and expressed its desire to assume the rights, duties and obligations of the Contractor under the
Contract.
Now therefore, in consideration of the mutual benefits, rights and obligations derived from the Contract, APS
and Frontline hereby agree to amend and reaffirm the Contract as follows:
1. Frontline as the successor-in-interest to the Contractor hereby assumed all of the rights, duties and
obligation and responsibilities of the Contractor.
2. The term “Contractor” throughout the Contract shall now be deemed to mean Frontline.
3. For the purposes of payment under the Contract, invoices for services rendered under the Contract
shall be submitted by the Contractor to APS in the manner set forth below and payment by APS
shall be remitted as indicated below:
Submit Invoices To:
Arlington Public Schools
Attn: Accounts Payable
2110 Washington Boulevard
Arlington, VA 22204
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Remit Payment To:
Frontline Technologies Group LLC
PO Box 780577
Philadelphia, PA 19178-0577
Attn: Accounts Receivable
4. Section 52. Notices shall be amended as follows:
Unless otherwise provided herein, all notices and other communications hereunder shall be deemed
to have been given when made in writing and either (2) delivered in person, (b) delivered to an
agent, such as an overnight or similar delivery service, or (c) deposited in the United States mail,
postage prepaid, certified or registered, addressed as follows:
To the Contractor:

Frontline Technologies Group, LLC
Attn: Scott Crouch
Sr. VP Financial Operations
1400 Atwater Drive
Malvern, PA 19355
scrouch@frontlineed.com

To APS:

Catina Claytor
Medicaid Coordinator
Arlington Public Schools
2110 Washington Blvd.,
Arlington, VA 22204
Catina.claytorfrye@apsva.us

And

David J. Webb, C.P.M.
Procurement Director / Procurement Agent
Arlington Public Schools
2110 Washington Blvd.
Arlington, VA 22204
David.webb@apsva.us

Note: During the closure of APS due to the COVID-19 pandemic, notices shall delivered by email
and shall be considered received by a person(s) stated above when the email is in the receiver’s
mailbox.
5. Section 23 shall be updated as follows:
23. TERMINATION FOR CAUSE INCLUDING BREACH AND DEFAULT, CURE
The Contract shall remain in force for the Initial Contract Term or any Subsequent Contract Term(s)
and until APS determines that all of the following requirements and conditions have been
satisfactorily met: APS has accepted the Work, and thereafter until the Contractor has met all
requirements and conditions relating to the Work under the Contract Documents, including warranty
and guarantee periods. However, APS shall have the right to terminate this Contract sooner if the
Contractor is in breach or default or has failed to perform satisfactorily the Work required, as
determined by APS in its discretion.
If APS determines that the Contractor has failed to perform satisfactorily, then APS will give the
Contractor written notice of such failure(s) and the opportunity to cure such failure(s) within at least
fifteen (15) days before termination of the Contract takes effect (“Cure Period”). If the Contractor
fails to cure within the Cure Period or as otherwise specified in the notice, the Contract may be
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terminated for the Contractor’s failure to provide satisfactory Contract performance. Upon such
termination, the Contractor may apply for compensation for Contract services satisfactorily
performed by the Contractor, allocable to the Contract and accepted by APS prior to such termination
unless otherwise barred by the Contract (“Termination Costs”). In order to be considered, such
request for Termination Costs, with all supporting documentation, must be submitted to APS Project
Officer within fifteen (15) calendar days after the expiration of the Cure Period. APS may accept or
reject, in whole or in part, the application for Termination Costs and notify the Contractor of same
within a reasonable time thereafter.
If APS terminates the Contract for default or breach of any Contract provision or condition, then the
termination shall be immediate after notice from APS to the Contractor (unless APS in its discretion
provides for an opportunity to cure) and the Contractor shall not be permitted to seek Termination
Costs.
Upon any termination pursuant to this section, the Contractor shall be liable to APS for all costs
incurred by APS after the effective date of termination, including costs required to be expended by
APS to complete the Work covered by the Contract, including costs of delay in completing the Work
or the cost of repairing or correcting any unsatisfactory or non-compliant work performed or
provided by the Contractor or its subcontractors. Such costs shall be either deducted from any
amount due the Contractor or shall be promptly paid by the Contractor to APS upon demand by APS.
Additionally, and notwithstanding any provision in this Contract to the contrary, the Contactor is
liable to APS, and APS shall be entitled to recover, all damages to which APS is entitled by this
Contract or by law, including, and without limitation, direct damages, indirect damages,
consequential damages, delay damages, replacement costs, refund of all sums paid by APS to the
Contractor under the Contract and all attorney fees and costs incurred by APS to enforce any
provision of this Contract.
Except as otherwise directed by APS in the notice, the Contractor shall stop work on the date of
receipt of notice of the termination or other date specified in the notice, place no further orders or
subcontracts for materials, services, or facilities except as are necessary for the completion of such
portion of the Work not terminated, and terminate all vendors and subcontracts and settle all
outstanding liabilities and claims. Any purchases after the date of termination contained in the notice
shall be the sole responsibility of the Contractor.
In the event any termination for cause, default, or breach shall be found to be improper or invalid by
any court of competent jurisdiction then such termination shall be deemed to have been a termination
for convenience.
Except for liability arising from a breach of student personally identifiable information caused by
Contractor, or its subcontractors and/or consultants (for which APS will be an additional insured on
Contractor’s Technology Errors and Omissions Policy with a per claim limit of $10 million), in no
event shall either party (or in the case of Contractor, if applicable, its Licensors) be liable to the other
party for indirect, incidental, special, consequential, or punitive damages, whether foreseeable or
unforeseeable, of any kind whatsoever (including lost profits) arising from or relating to this
agreement or the use, nonuse of the Software Work Product or any services. Notwithstanding
anything in this Contract to the contrary, in no event shall Contractor’s (or its Licensors’) total
liability to APS arising from or relating to this Contract, whether based on warranty, contract, tort
(including negligence), product liability or otherwise, exceed twice (2x) the toal amounts payable to
Contractor during the twelve months immediately preceeding the events giving rise to such claims
occurred. Each Party acknowledges and agrees that the warranty disclaimers and liability and remedy
limitations in this Contract are material, bargained-for provisions of this Contract, and that fees and
consideration payable hereunder reflects these disclaimers and limitations.
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6. Section 26, Intellectual Property Indemnification shall be updated as follows:
26. INTELLECTUAL PROPERTY RIGHTS AND INDEMNIFICATION.
Contractor grants APS a non-exclusive, non-transferable license to use the software identified on
Exhibit B (the “Software”) and the technical manuals, instructions, user information, training
materials, and other documentation that accompany the Software and contain its technical
specifications, as may be amended from time to time (“Documentation”) solely for internal use by
its then-current employees, contractors, agents, representatives and other end users authorized to
use the Software on District’s behalf (collectively, “Authorized Users” or “End Users”) in the
ordinary course of APS’ business. All rights, title and interest to the Software and any work product,
deliverables or other materials provided by Contractor (“Work Product”) are expressly reserved and
retained by Contractor or its licensors, including any program or other application that is designed
to integrate and be used with the Software, whether or not developed independently by Offeror, and
all improvements, modifications and intellectual property rights therein. APS shall not, and APS
shall require any Authorized Users to not (a) transfer, assign, export, or sublicense the Software or
Work Product except as specifically set forth herein, or its license rights thereto, to any other person,
organization or entity, including through rental, timesharing, service bureau, subscription, hosting,
or outsourcing the Software (whether or not such sublicense, hosting or outsourcing is by APS or
for APS); (b) attempt to create any derivative version thereof; (c) remove or modify any marking
or notice on or displayed through the Software, Work Product or Documentation, including those
related to Contractor’s or its licensors’ proprietary rights in and to the Software, Work Product or
Documentation, as applicable; or (d) de-compile, decrypt, reverse engineer, disassemble, or
otherwise reduce same to human-readable form. Without limiting the foregoing, APS may not
sublicense, outsource or otherwise grant access to the Software to any third party vendor without
Contractor’s prior written consent, including any third party host of the Software for APS.
Contractor shall have the right (but not the obligation) to monitor APS’ and its Authorized Users’
use of the Software to confirm APS’ and its Authorized Users’ compliance with the terms of this
Contract.
The Contractor warrants and guarantees that no intellectual property rights (including,
but not limited to, copyright, patent, mask rights and trademark) of third parties are infringed
or in any manner involved in or related to the services provided hereunder.
The Contractor further covenants for itself, its employees, and subcontractors to save, defend, hold
harmless, and indemnify APS, and all of its officers, officials, departments, agencies, agents, and
employees from and against any and all third party claims, losses, damages, injuries, fines,
penalties, costs (including court costs and attorney's fees), charges, liability, or exposure, however
caused, for or on account of any trademark, copyright, patented or unpatented invention, process,
or article manufactured or used in the performance of this Contract, including its use by APS. If
the Contractor, or any of its employees or subcontractors, uses any design, device, work, or
materials covered by letters patent or copyright, it is mutually agreed and understood, without
exception, that the Contract Amount includes all royalties, licensing fees, and any other costs
arising from the use of such design, device, work, or materials in any way involved with the
Work. This duty to save, defend, hold harmless and indemnify shall survive the termination of
this Contract. If, after Notice by APS, the Contractor fails or refuses to fulfill its obligations
contained in this section, the Contractor shall be liable for and reimburse APS for any and all
expenses, including but not limited to, reasonable attorney's fees incurred and any settlements or
payments made. The Contractor shall pay such expenses upon demand by APS and failure to
do so may result in such amounts being withheld from any amounts due to Contractor under this
Contract.
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Exhibit D
Contractor Certification Regarding Criminal Convictions
This form must be completed by an authorized official for any organization contracting to provide
services under a contract with the Arlington Public Schools or any of its schools or departments, or any
subcontractor under such contractor.
The completed form from the Contractor is a condition precedent to the award of the Contract.
As the official authorized to enter into this Contract on behalf of my organization, I certify that:
1.

2.

3.

No employee of the organization who will be in direct contact with students on school property during
regular school hours or during school-sponsored activities during the performance of this Contract has
been convicted of a felony or of any offense involving the sexual molestation, physical or sexual abuse
or rape of a child; and
As more particularly set forth in Virginia Code Ann. Section 18.2-370.4, no employee who has been
convicted of rape, forcible sodomy or object sexual penetration, all of a child under 13, during the
commission of abduction, in the course of entering a dwelling with intent to commit murder, rape,
robbery, arson, larceny, assault and battery, or any felony, or of aggravated malicious wounding will
enter upon the property of an existing elementary or secondary school in the performance of the Work;
and
As more particularly set forth in Virginia Code Ann. Section 18.2-370.5, no employee who has been
convicted of a sexually violent crime shall enter upon the property of any existing elementary or
secondary school during school hours or during school-related or school sponsored activities in the
performance of the Work.

I understand that a materially false statement regarding this certification is a Class 1 misdemeanor and that
conviction of such misdemeanor shall result in the revocation of this Contract and of any related license that I
may hold. I declare under penalty of perjury that the foregoing statements are true and correct.

Frontline Technologies Group LLC
Name of Firm
1400 Atwater Drive

Signature
Greg Doran, Chief Financial Officer
Name and Title (please type or print)

Malvern, PA 19355
Address of Firm
610-722-9745
Telephone

February 23, 2021
Date
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Exhibit E
Non-Disclosure and Data Security Agreement
The undersigned, an authorized agent of the Contractor and on behalf of Frontline Technologies Group LLC
(Contractor) hereby agree that the Contractor will hold Arlington Public Schools (APS) provided information,
documents, data, images, records and the like (hereafter “Information”) confidential and secure and to protect
it against loss, misuse, alteration, destruction or disclosure. This includes but is not limited to the Information
of the APS, its employees, contractors, residents, clients, patients, taxpayers and property as well as Information
that the APS shares with Contractor for testing, support, conversion or other services provided under APS (the
“Work” or “APS Contract” as applicable) or which may be accessed through other APS owned or controlled
databases (all of the above collectively referred to herein as “Information” or “APS Information”).
In addition to the Data Security obligations set in the APS Contract, the Contractor agrees that it will maintain
the privacy and security of the APS Information, control and limit internal access and authorization for access
to such Information and not divulge or allow or facilitate access to APS Information for any purpose or by
anyone unless expressly authorized. This includes but is not limited to Information that in any manner describes,
locates or indexes anything about an individual including, but not limited to, his/her (hereinafter “his”) Personal
Health Information, treatment, disability , services eligibility, services provided, investigations, real or personal
property holdings, and his education, financial transactions, medical history, ancestry, religion, political
ideology, criminal or employment record, social security number, tax status or payments, date of birth, address,
phone number or that affords a basis of inferring personal characteristics, such as finger and voice prints,
photographs, or things done by or to such individual, and the record of his presence, registration, or membership
in an organization or activity, or admission to an institution (also collectively referred to herein as “Information”
or “APS Information”).
Contractor also agree that it will not directly or indirectly use or facilitate the use or dissemination of Information
(whether intentionally or by inadvertence, negligence or omission verbally, electronically, through paper
transmission or otherwise) for any purpose other than that directly associated with its work under the Work.
Contractor acknowledges that any unauthorized use, dissemination or disclosure of Information is prohibited
and may also constitute a violation of Virginia or federal laws, subjecting it or its employees to civil and/or
criminal penalties.
The Contractor agrees that it will not divulge or otherwise facilitate the disclosure, dissemination or access to
or by any unauthorized person, for any purpose, of any Information obtained directly, or indirectly, as a result
of its work on the Work. If working on-site at the APS physical facility, Contractor shall coordinate closely
with the APS Project Officer to ensure that its authorization to its employees or approved subcontractors to the
physical facility is appropriate, tightly controlled and that such person/s also maintain the security and privacy
of Information and the integrity of APS networked resources.
Contractor agrees to take strict security measures to ensure that Information is kept secure, properly stored, that
if stored that it is encrypted as appropriate as of July 1, 2019, and, stored in accordance with industry best
practices and otherwise protected from retrieval or access by unauthorized persons or unauthorized purpose.
Any device or media on which Information is stored, even temporarily, will have strict security and access
control. Any Information that is accessible will not leave the Contractor’s work site, co-location datacenters,
or cloud providers, or the APS’ physical facility, if working onsite, without written authorization of the APS
Project Officer. If remote access or other media storage is authorized, Contractor is responsible for the security
of such storage device or paper files.
Contractor will ensure that any laptops, PDAs, netbooks, tablets, thumb drives or other media storage devices,
as approved by the APS, and connected to the APS network are secure and free of all computer viruses, or
running the latest version of an industry standard virus protection or endpoint detection and response (“EDR”)
program where applicable. Contractor will ensure that all passwords used by its employees or subcontractors
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are robust, protected and not shared. No Information may be downloaded expect as agreed to by the parties
and then only onto an APS approved device. Downloading onto a personally owned device is prohibited.
Contractor agrees that it will notify the APS Project Officer promptly upon discovery, becoming aware or
reasonably confident of any unauthorized disclosure of Information, security breach, hacking or other breach
of this Agreement, the APS Contract, Contractor’s security policies, or any other breach of Work protocols. The
Contractor will fully cooperate with the APS to regain possession of any Information and to prevent its further
disclosure, use or dissemination. The Contractor also agrees, if requested, and/or as required by law, to work
with APS to promptly notify the affected individuals in the case of an actual breach.
Contractor agrees that all duties and obligations enumerated in this agreement also extend to its employees,
agents or subcontractors who are given access to APS Information. Breach of any of the above conditions by
Contractor’s employees, agents or subcontractors shall be treated as a breach by Contractor. Contractor agrees
that it shall take all reasonable measures to ensure its employees, agents and subcontractors are aware of and
abide by the terms and conditions of this Agreement and related data security provisions in the APS Contract.
It is the intent of this Non-Disclosure and Data Security Agreement to ensure that the Contractor has the highest
level of administrative safeguards, disaster recovery and best practices are in place to ensure confidentiality,
protection, privacy and security of APS Information and APS networked resources and to ensure compliance
with all applicable local, state and federal law or regulatory requirements. Therefore, to the extent that this
Non-Disclosure and Data Security Agreement conflicts with the APS Contract or with any applicable local,
state, or federal law, regulation or provision, the more stringent APS Contract requirement, law, regulation or
provision shall control.
At the conclusion of the Work, Contractor agrees to return all APS Information to the APS Project Officer,
except that backup files made in the normal course of business may be retained per Contractor’s data retention
policy, for regulatory compliance. These obligations remain in full force and effect throughout the Work and
shall survive any termination of the APS Contract.

Authorized Signature:
Printed Name and Title: _Greg Doran, Chief Financial Officer

Date:

February 23, 2021
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employee benefit of any kind. Provider shall not be the agent of APS, nor shall Provider make any
representation to the contrary to any third parties.
5.2 Provider may not sell Data or disclose Data to third parties except under provision 5.4.
5.3 Provider will collect and use Data only for the purpose of fulfilling its duties and providing Authorized Services under
any Agreement and for improving Authorized Services under such Agreement.
5.4 APS understands that Provider may rely on one or more Subcontractors to perform Authorized Services under an
Agreement. Provider shall share the names of these Subcontractors, including sub-subcontractors, with APS upon
request. If Provider intends to provide any Data which was received from, or created for APS, to a Subcontractor, then
Provider shall require such Subcontractor and sub-subcontractor to enter into an agreement with data privacy
protection terms as restrictive as those contained in this SDUPA. Provider acknowledges and agrees that the
Provider’s obligations under this SDUPA shall not be
assigned to any other person or entity without the prior written consent of APS, which APS shall be under no obligation
to grant.
6

Data Transfer or Destruction
6.1 Provider will ensure that all Data in its possession and in the possession of any Subcontractors, or agents to which the
Provider may have transferred Data, are destroyed or transferred to APS under the direction of APS when the Data are
no longer needed to provide Authorized Services, at the request of APS within one (1) month, or as agreed upon
between the Parties, except that backup files made in the normal course of business may be retained per Provider’s
data retention policy, for regulatory compliance. Where there is a conflict between applicable law and this SDUPA, the
applicable law will prevail.

7

Rights and License in and to use Data
7.1 Parties agree that all rights, including all intellectual property rights, shall remain the exclusive property of APS and
Provider has a limited, nonexclusive license solely for the purpose of performing its obligations.
7.2 This SDUPA shall not be construed to give the Provider any rights, implied or otherwise, to Data, content, or
intellectual property, except as expressly stated in this SDUPA to provide Approves Services. This includes the right to
sell or trade Data.

8

Data De-Identification
8.1 Provider may use de-identified Data and metadata for product development, research, or other purposes. De-identified
Data and metadata will have all direct and indirect personal identifiers removed. This includes removal of, but is not
limited to, name, ID numbers, date of birth, demographic information, location information, and school ID.
8.2 Provider agrees not to attempt to re-identify de-identified Data and not to transfer de-identified Data to any third party
unless that third party agrees not to attempt re-identification.
8.3 De-identified data and metadata may be used to improve the Provider’s products or services, but may not be provided
to third parties or sold.

9

Data Mining
9.1 Provider is prohibited from mining Data for any purposes except as expressly authorized by APS in any Agreement or
in this SDUPA. Data mining or scanning of user content for the purpose of advertising or marketing to students or their
parents is prohibited.

10 Modification of Terms of Service
10.1 During the term of the SDUPA, if Provider materially changes its methods for the collection, use, and sharing of Data,
including its storage and destruction protocols, Provider shall provide notice to APS. Notwithstanding the foregoing,
advance notice and consent from APS shall not be required if such changes to methods for collection, use and
sharing permissible under law or required under law, and such changes result in more protective methods for the
collection, use, and sharing of Data.
11 Precedence Over Agreements
11.1 Unless this SDUPA is specifically amended, in the event of a discrepancy between this SDUPA language and the
terms and conditions of any Agreements between APS and the Provider relating to Data, the SDUPA language shall
take precedence.
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Exhibit G
Business Associate Agreement
This Business Associate Agreement is hereby entered into between Frontline Technologies Group LLC
(hereafter referred to as “Business Associate”) and Arlington Public Schools (hereafter referred to as
“Covered Entity” or “APS”) (collectively “the parties”) and is hereby made a part of any Underlying
Agreement for goods or services entered into between the parties.
Recitals
APS provides services to its residents and employees which may cause it or others under its direction or control
to serve as covered entities for purposes of the Health Insurance Portability and Accountability Act of 1996
(HIPAA).
APS, in its capacity as a covered entity, may provide Business Associate with certain information that may
include Protected Health Information (PHI), so that Business Associate may perform its responsibilities
pursuant to its Underlying Agreement(s) with and on behalf of APS.
Covered Entity and Business Associate intend to protect the privacy of PHI and provide for the security of any
electronic PHI received by Business Associate from Covered Entity, or created or received by Business
Associate on behalf of Covered Entity in compliance with HIPAA; in compliance with regulations promulgated
pursuant to HIPAA, at 45 CFR Parts 160 and Part 164; and in compliance with applicable provisions of the
Health Information Technology for Economic and Clinical Health Act, as incorporated in the American
Recovery and Reinvestment Act of 2009 (the “HITECH Act”) and any applicable regulations and/or guidance
issued by the U.S. Department of Health and Human Services (“DHHS”) with respect to the HITECH Act
(collectively “federal law”).
WHEREAS, federal law and the specific regulations promulgated pursuant to HIPAA at 45 CFR § 164.314,
45 CFR § 164-502(e) and 45 CFR § 164.504(e) require a Covered Entity to enter into written agreements with
all Business Associates (hereinafter “Business Associate Agreement”);
WHEREAS, the parties desire to comply with HIPAA and desire to secure and protect such PHI from
unauthorized disclosure;
THEREFORE, Business Associate and Covered Entity, intending to be legally bound, agree as follows.
The obligations, responsibilities and definitions may be changed from time to time as determined by federal
law and such changes are incorporated herein as if set forth in full text:
1) Definitions
The capitalized terms used in this Business Associate Agreement shall have the meaning set out below:
a) Accounting. "Accounting" means a record of disclosures of protected health information made by
the Business Associate.
b) Breach. “Breach” means the acquisition, access, use, or disclosure of protected health information in
a manner not permitted by this Business Associate Agreement and/or by HIPAA which compromises
the security or privacy of the protected health information. For purposes of this Business Associate
Agreement, any unauthorized acquisition, access, use, or disclosure of protected health information
shall be presumed to be a breach.
c

Business Associate. “Business Associate” means a person who creates, receives, maintains, or
transmits protected health information on behalf of a Covered Entity to accomplish a task regulated
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by HIPAA and not as a member of the Covered Entity's workforce. A Business Associate shall
include, but is not limited to, a non-workforce person/entity who performs data
processing/analysis/transmission, billing, benefit management, quality assurance, legal, actuarial,
accounting, administrative and/or financial services on behalf of the Covered Entity involving
protected health information. A Business Associate also includes a subcontractor.
d) Covered Entity. “Covered Entity” means a health plan, a health care clearinghouse, and/or a health
care provider who transmits any health information in electronic form in connections with an activity
regulated by HIPAA.
e) Data Aggregation. "Data Aggregation" means, with respect to PHI created or received by Business
Associate in its capacity as the Business Associate of Covered Entity, the combining of such PHI by
the Business Associate with the PHI received by the Business Associate in its capacity as a Business
Associate of another covered entity, to permit data analyses that relate to the health care operations of
the respective covered entities.
e) Designated Record Set. “Designated Record Set” means all records, including medical, enrollment,
billing, payment, claims, and/or case management maintained by and/or for a Covered Entity.
f) Discovery. "Discovery" shall mean the first day an unauthorized use or disclosure is known or
reasonably should have been known by Business Associate, including when it is or should have been
known by any person other than the person who engaged in the unauthorized use/disclosure who is an
employee, officer, or agent of Business Associate.
g) Electronic Protected Health Information. “Electronic Protected Health Information” means
individually identifiable health information that is transmitted by or maintained in electronic media.
h) HIPAA. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 as in effect
and/or as amended.
i) HITECH Act. “HITECH Act” means the portions of the Health Information Technology for
Economic and Clinical Health Act which serve as amendments to HIPAA. HITECH is included within
the definition of HIPAA unless stated separately.
j) Individual. “Individual” means the person who is the subject of protected health information and/or
a person who would qualify as a personal representative of the person who is the subject of protected
health information.
k) Protected Health Information. “Protected Health Information" or “PHI” means individually
identifiable health information transmitted and/or maintained in any form.
l)

Remuneration. "Remuneration" means direct or indirect payment from or on behalf of a third party.

m) Required By Law. “Required By Law” means an activity which Business Associate is required to
do or perform based on the provisions of state and/or federal law.
n) Secretary. “Secretary” means the Secretary of the Department of Health and Human Services or the
Secretary’s designee.
o) Security Incident. “Security Incident” means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with the system operations in
an information system.
p) Underlying Agreement. “Underlying Agreement” means APS contract for goods or services made
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through APS’s procurement office which the parties have entered into and which APS has determined
requires the execution of this Business Associate Agreement.
q) Unsecured Protected Health Information. “Unsecured Protected Health Information” means
protected health information that is not rendered unusable, unreadable, or indecipherable to
unauthorized persons through the use of a technology or methodology approved by the Secretary.

2) Obligations and Activities of Business Associate
a) Business Associate acknowledges and agrees that it is obligated by law (or upon the effective date of
any portion thereof shall be obligated) to meet the applicable provisions of HIPAA and such provisions
are incorporated herein and made a part of this Business Associate Agreement. Covered Entity and
Business Associate agree that any regulations and/or guidance issued by DHHS with respect to HIPAA
that relate to the obligations of business associates shall be deemed incorporated into and made a part
of this Business Associate Agreement.
b) In accordance with 45 CFR §164.502(a)(3), Business Associate agrees not to use or disclose PHI other
than as permitted or required by this Business Associate Agreement or as Required by Law.
c) Business Associate agrees to develop, implement, maintain and use appropriate administrative,
technical, and physical safeguards that reasonably prevent the use or disclosure of PHI other than as
provided for by this Business Associate Agreement, in accordance with 45 CFR §§164.306, 310 and
312. Business Associate agrees to develop, implement, maintain and use administrative, physical, and
technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of Electronic PHI, in accordance with 45 CFR §§164.306, 308, 310, and 312. In
accordance with 45 CFR §164.316, Business Associate shall also develop and implement policies and
procedures and meet the documentation requirements as and at such time as may be required by
HIPAA.
d) Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to
Business Associate, of a use or disclosure of PHI by Business Associate in violation of the
requirements of this Business Associate Agreement.
e)

In accordance with 45 CFR §§164.308, 314 and 502, Business Associate will ensure that any
workforce member or agent, including a vendor or subcontractor, whom Business Associate engages
to create, receive, maintain, or transmit PHI on Business Associates’ behalf agrees to the same
restrictions and conditions that apply through this Business Associate Agreement to Business Associate
with respect to such information, including minimum necessary limitations. Business Associate will
ensure that any workforce member or agent, including a vendor or subcontractor, whom Business
Associate engages to create, receive, maintain, or transmit PHI on Business Associates’ behalf, agrees
to implement reasonable and appropriate safeguards to ensure the confidentiality, integrity, and
availability of the PHI.

f) At the request of Covered Entity, Business Associate will provide Covered Entity, or as directed by
Covered Entity, an Individual, access to PHI maintained in a Designated Record Set in a time and
manner that is sufficient to meet the requirements of 45 CFR § 164.524, and, where required by
HIPAA, shall make such information available in an electronic format where directed by the Covered
Entity.
g) At the written request of Covered Entity, (or if so directed by Covered Entity, at the written request of
an Individual), Business Associate agrees to make any amendment to PHI in a Designated Record Set,
in a time and manner that is sufficient to meet the requirements of 45 CFR § 164.526.
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h) In accordance with 45 CFR §164.504(e)(2), Business Associate agrees to make its internal practices,
books, and records, including policies and procedures, and any PHI, relating to the use and disclosure
of PHI, available to Covered Entity or to the Secretary for purposes of determining compliance with
applicable law. To the extent permitted by law, said disclosures shall be held in strictest confidence
by the Covered Entity. Business Associate will provide such access in a time and manner that is
sufficient to meet any applicable requirements of applicable law.
i) Business Associate agrees to document and maintain a record of disclosures of PHI and information
related to such disclosures, including the date, recipient and purpose of such disclosures, in a manner
that is sufficient for Covered Entity or Business Associate to respond to a request by Covered Entity
or an Individual for an Accounting of disclosures of PHI and in accordance with 45 CFR § 164.528.
Business Associate further shall provide any additional information where required by HIPAA and any
implementing regulations. Unless otherwise provided under HIPAA, Business Associate will
maintain the Accounting with respect to each disclosure for at least six years following the date of the
disclosure.
j) Business Associate agrees to provide to Covered Entity upon written request, or, as directed by
Covered Entity, to an Individual, an Accounting of disclosures in a time and manner that is sufficient
to meet the requirements of HIPAA, in accordance with 45 CFR §164.528. In addition, where
Business Associate is contacted directly by an Individual based upon information provided to the
Individual by Covered Entity and where so required by HIPAA and/or any implementing regulations,
Business Associate shall make such Accounting available directly to the Individual.
k) In accordance with 45 CFR §164.502(b), Business Associate agrees to make reasonable efforts to limit
use, disclosure, and/or requests for PHI to the minimum necessary to accomplish the intended purpose
of the use, disclosure, or request. Where required by HIPAA, Business Associate shall determine (in
its reasonable judgment) what constitutes the minimum necessary to accomplish the intended purpose
of a disclosure.
l) In accordance with 45 CFR §502(a)(5), Business Associate shall not directly or indirectly receive
remuneration in exchange for any PHI of an Individual, except with the express written pre-approval
of Covered Entity.
m) To the extent Business Associate is to carry out one or more of the Covered Entity’s obligation(s) under
Subpart E of 45 CFR Part 164, Business Associate shall comply with the requirements of Subpart E
that apply to the Covered Entity in the performance of such obligation(s).
n) In accordance with 45 CFR §164.314(a)(1)(i)(C), Business Associate agrees to promptly report to
Covered Entity any Security Incident of which Business Associate becomes aware.
o) In accordance with 45 CFR §164.410 and the provisions of this Business Associate Agreement,
Business Associate will report to Covered Entity, following Discovery and without unreasonable delay,
but in no event later than five business days following Discovery, any Breach of Unsecured Protected
Health Information. Business Associate shall cooperate with Covered Entity in investigating the Breach
and in meeting Covered Entity’s obligations under HIPAA and any other applicable security breach
notification laws, including but not limited to providing Covered Entity with such information in
addition to Business Associate’s report as Covered Entity may reasonably request, e.g., for purposes of
Covered Entity making an assessment as to whether/what Breach Notification is required.
Business Associate’s report under this subsection shall, to the extent available at the time the initial
report is required, or as promptly thereafter as such information becomes available but no later than
30 days from discovery, include:
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1.

The identification (if known) of each Individual whose Unsecured Protected Health
Information has been, or is reasonably believed by Business Associate to have been,
accessed, acquired, or disclosed during such Breach;

2.

A description of the nature of the unauthorized acquisition, access, use, or disclosure,
including the date of the Breach and the date of discovery of the Breach;

3. A description of the type of Unsecured PHI acquired, accessed, used or disclosed in the
Breach (e.g., full name, Social Security number, date of birth, etc.);
4. The identity of the individual(s) who made and who received the unauthorized acquisition,
access, use or disclosure;
5.

A description of what Business Associate is doing to investigate the Breach, to mitigate
losses, and to protect against any further breaches; and

6. Contact information for Business Associate’s representatives knowledgeable about the
Breach.
p)

Business Associate shall maintain for a period of six years all information required to be reported
under paragraph "o". This records retention requirement does not in any manner change the
obligation to timely disclose all required information relating to a non-permitted acquisition, access,
use or disclosure of Protected Health Information to APS Privacy Officer and APS Project Officer
or designee five business days following Discovery.

3) Permitted Uses and Disclosures by Business Associate
Except as otherwise limited in this Business Associate Agreement, Business Associate may use or disclose
PHI, consistent with HIPAA, as follows:
a) Business Associate may use or disclose PHI as necessary to perform functions, activities, or services
to or on behalf of Covered Entity under any service agreement(s) with Covered Entity, including Data
Aggregation services related to the health care operations of Covered Entity, if called for in the
Underlying Agreement, if Business Associate’s use or disclosure of PHI would not violate HIPAA if
done by Covered Entity.
b) Business Associate may use PHI for the proper management and administration of Business Associate
or to carry out the legal responsibilities of Business Associate.
c) Business Associate may disclose PHI for the proper management and administration of Business
Associate if:
1. Disclosure is Required By Law;
2.

Business Associate obtains reasonable assurances from the person to whom the PHI is
disclosed that the PHI will remain confidential, and will be used or further disclosed only as
Required By Law or for the purpose for which it was disclosed, and the person agrees to
promptly notify Business Associate of any known breaches of the PHI’s confidentiality; or

3.

Disclosure is pursuant to an order of a Court or Agency having jurisdiction over said
information.

d) Business Associate may use PHI to report violations of law to appropriate Federal and State
authorities, consistent with 45 CFR § 164.502(j)(1).
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4)

Obligations of Covered Entity
a) Covered Entity will notify Business Associate of any limitations on uses or disclosures described in
its notice of privacy practices (NOPP).
b) Covered Entity will notify Business Associate of any changes in, or revocation of, permission by an
Individual to use or disclose PHI, to the extent that such changes or revocation may affect Business
Associate's use or disclosure of PHI.
c) Covered Entity will notify Business Associate of any restriction of the use or disclosure of PHI, to the
extent that such restriction may affect Business Associate’s use or disclosure of PHI.
d) Covered Entity will notify Business Associate of any alternative means or locations for receipt of
communications by an Individual which must be accommodated or permitted by Covered Entity, to
the extent that such alternative means or locations may affect Business Associate’s use or disclosure
of PHI.
e)

5)

Except as otherwise provided in this Business Associate Agreement, Covered Entity will not ask
Business Associate to use or disclose PHI in any manner that would not be permissible under HIPAA
if such use and/or disclosure was made by Covered Entity.

Term, Termination and Breach
a) This Business Associate Agreement is effective when fully executed and will terminate when all of
the PHI provided by Covered Entity to Business Associate, or created or received by Business
Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, including any
material provided to subcontractors. If it is infeasible to return or destroy all PHI, protections are
extended to such information, in accordance with the Section 5(d) and 5(e) below.
b) Upon Covered Entity’s determination that Business Associate has committed a violation or material
breach of this Business Associate Agreement, and in Covered Entity's sole discretion, Covered Entity
may take any one or more of the following steps:
1. Provide an opportunity for Business Associate to cure the breach or end the violation, and if
Business Associate does not cure the Breach or end the violation within a reasonable time
specified by Covered Entity, terminate this Business Associate Agreement;
2. Immediately terminate this Business Associate Agreement if Business Associate has
committed a material breach of this Business Associate Agreement and cure of the material
breach is not feasible; or,
3. If neither termination nor cure is feasible, elect to continue this Business Associate Agreement
and report the violation or material breach to the Secretary.
c) If Business Associate believes Covered Entity has failed to fulfill any of its duties under this Business
Associate Agreement, Business Associate will promptly notify Covered Entity as to same and Covered
Entity shall promptly address the matter with Business Associate.
d) Except as provided in Section 5(e) upon termination of this Business Associate Agreement for any
reason, Business Associate will return or destroy, at the discretion of Covered Entity, all PHI received
from Covered Entity or created or received by Business Associate on behalf of Covered Entity. This
provision will also apply to PHI that is in the possession of workforce members, subcontractors, or
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agents of Business Associate. Neither Business Associate, nor any workforce member, subcontractor,
or agent of Business Associate, will retain copies of the PHI.
e) If Business Associate determines that returning or destroying all or part of the PHI received or created
by and/or on behalf of Covered Entity is not feasible, Business Associate will notify Covered Entity
of the circumstances making return or destruction infeasible. If Covered Entity agrees that return or
destruction is infeasible, then Business Associate will extend the protections of this Business Associate
Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make
the return or destruction infeasible, for so long as Business Associate maintains such PHI. Business
Associate further agrees to retain the minimum necessary PHI to accomplish those
tasks/responsibilities which make return and/or destruction infeasible.
6)

Miscellaneous
a) Covered Entity and Business Associate agree to take any action necessary to amend this Business
Associate Agreement from time to time as may be necessary for Covered Entity or Business
Associate to comply with the requirements of HIPAA, and/or any other implementing regulations or
guidance.
b) Notwithstanding the expiration or termination of this Business Associate Agreement or any
Underlying Agreement, it is acknowledged and agreed that those rights and obligations of Business
Associate which by their nature are intended to survive such expiration or termination shall survive,
including but not limited to Sections 5(d) and 5(e) herein.
c)

In the event the terms of this Business Associate Agreement conflict with the terms of any other
agreement between Covered Entity and Business Associate or the Underlying Agreement, then the
terms of this Business Associate Agreement shall control.

d) Notices and requests provided for under this Business Associate Agreement will be made in writing to
Covered Entity, delivered by hand-delivery, overnight mail or first-class mail, postage prepaid at:

(1) Mr. Dan Redding
Assistant Superintendent, Human Resources
Arlington Public Schools Privacy Officer
2110 Washington Blvd.
Arlington, Virginia 22204
(2) John Cafferky
Partner, Blankenship & Keith
4020 University Drive
Suite 300
Fairfax, VA 22030
(3) Catina Claytor
APS Project Officer
2110 Washington Blvd.
Arlington, Virginia 22204
Notice and requests provided for under this Business Associate Agreement will be made in writing
in the manner described above to Business Associate at:
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Frontline Technologies Group LLC
Attn: Scott Crouch
Sr. VP Financial Operations
1400 Atwater Drive
Malvern, PA 19355
e) Covered Entity will have the right to inspect any records of Business Associate or to audit Business
Associate to determine whether Business Associate is in compliance with the terms of this Business
Associate Agreement. However, this provision does not create any obligation on the part of Covered
Entity to conduct any inspection or audit.
f) Nothing in this Business Associate Agreement shall be construed to create a partnership, joint venture,
or other joint business relationship between the parties or any of their affiliates, or a relationship of
employer and employee between the parties. Rather, it is the intention of the parties that Business
Associate shall be an independent contractor.
g) Nothing in this Business Associate Agreement provides or is intended to provide any benefit to any
third party.
h) The Business Associate will indemnify and hold harmless Arlington Public Schools, its elected
officials, officers, directors, employees and/or agents from and against any employee, federal
administrative action or third party claim or liability, including attorney’s fees and costs, arising out
of or in connection with the Business Associate’s violation (or alleged violation) and/or any violation
and/or alleged violation by Business Associate's workforce, agent/s, or subcontractor/s of the terms
of this Business Associate Agreement, federal law, HIPAA, the HITECH Act, and/or other
implementing regulations or guidance or any associated audit or investigation.
The obligation to provide indemnification under this Business Associate Agreement shall be contingent
upon the party seeking indemnification providing the indemnifying party with written notice of any
claim for which indemnification is sought. Any limitation of liability provisions contained in the
Underlying Agreement do not supersede, pre-empt, or nullify this provision or the Business Associate
Agreement generally.
This indemnification shall survive the expiration or termination of this Business Associate Agreement
or the Underlying Agreement.
i) Any ambiguity in this Business Associate Agreement shall be resolved to permit the parties to comply
with HIPAA, its implementing regulations, and associated guidance. The sections, paragraphs,
sentences, clauses and phrases of this Business Associate agreement are severable. If any phrase,
clause, sentence, paragraph or section of this Business Associate Agreement is declared invalid by a
court of competent jurisdiction, such invalidity shall not affect any of the remaining phrases, clauses,
sentences and sections of this Business Associate Agreement.
j) If any dispute or claim arises between the parties with respect to this Business Associate Agreement,
the parties will make a good faith effort to resolve such matters informally, it being the intention of the
parties to reasonably cooperate with each other in the performance of the obligations set forth in this
Business Associate Agreement. The Dispute Resolution clause of the Underlying Agreement
ultimately governs if good faith efforts are unsuccessful.
k) A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of any
other right or remedy as to any subsequent events.
l) Neither party may assign any of its rights or obligations under this Business Associate Agreement
without the prior written consent of the other party.
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m) This Business Associate Agreement and the rights and obligations of the parties hereunder shall be
construed, interpreted, and enforced with, and shall be governed by, the laws of the Commonwealth
of Virginia and the United States of America.
n) This Business Associate Agreement shall remain in effect for the duration of the Underlying
Agreement between the parties, any renewals, extension or continuations thereof, and until such time
as all PHI in the possession or control of the Business Associate has been returned to the Covered
Entity and/or destroyed. If such return or destruction is not feasible, the Business Associate shall use
such PHI only for such limited purposes that make such return or destruction not feasible and the
provision of this Business Associate Agreement shall survive with respect to such PHI.
o) The Business Associate shall be deemed to be in violation of this Business Associate Agreement if it
knew of, or with the exercise of reasonable diligence or oversight should have known of, a pattern of
activity or practice of any subcontractor, subsidiary, affiliate, agent or workforce member that
constitutes a material violation of that entity's obligations in regard to PHI unless the Business
Associate took prompt and reasonable steps to cure the breach or end the violation, as applicable, and
if such steps were unsuccessful, terminated the contract or arrangement with such entity, if feasible.
p) Upon the enactment of any law or regulation affecting the use or disclosure of PHI, or any change in
applicable federal law including revisions to HIPAA; upon publication of any decision of a court of
the United States or of the Commonwealth of Virginia, relating to PHI or applicable federal law; upon
the publication of any interpretive policy or opinion of any governmental agency charged with the
enforcement of PHI disclosures or applicable federal law, APS reserves the right, upon written notice
to the Business Associate, to amend this Business Associate Agreement as APS determines is necessary
to comply with such change, law or regulation. If the Business Associate disagrees with any such
amendment, it shall so notify APS in writing within thirty (30) days of APS’s notice. In case of
disagreement, the parties agree to negotiate in good faith the appropriate amendment(s) to give effect
to such revised obligation. In APS’s discretion, the failure to enter into an amendment shall be deemed
to be a default and good cause for termination of the Underlying Agreement.
q) APS makes no warranty or representation that compliance by the Business Associate with this
Business Associate Agreement, HIPAA, the HITECH Act, federal law or the regulations
promulgated thereunder will be adequate or satisfactory for the Business Associate’s own purposes
or to ensure its compliance with the above. The Business Associate is solely responsible for all
decisions made by it, its workforce members, agents, employees, subsidiaries and subcontractors
regarding the safeguarding of PHI and compliance with federal law.
r) The Business Associate agrees that its workforce members, agents, employees, subsidiaries and
subcontractors shall be bound by the confidentiality requirements herein and the provisions of this
Business Associate Agreement shall be incorporated into any training or contracts with the same.
s) This Business Associate Agreement may be executed in one or more counterparts, each of which shall
be deemed an original, but all of which together shall constitute one and the same document.
t)

This Business Associate Agreement shall replace and supersede any prior Business Associate
Agreement entered between the parties.

IN WITNESS WHEREOF, each party hereto has executed this Business Associate Agreement in duplicate
originals on the date below written:
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